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1. Aims

Our school aims to ensure that all personal data collected about staff, pupils, parents, governors,

visitors and other individuals is collected, stored and processed in accordance with UK General Data

Protection Legislation and the expected provisionshef Data Protection Act 2018 (DPA 2018).

This policy applies to all personal data, regardless of whether it is in paper or electronic format.

2. Legislation and guidance

This policy meets the requirements of the GDPR and the expected provisions ofAROD® It is

o 38R 2y 3JdZARIYyOS Lldzof Ad4KSR o0& G(KS LGDPRNNI (A 2

i KS todlelntpiactice for subject access requests

In addition, this policy complies with regulation 5 of tducation (Pupil Information) (England)
Requlations 2005 ¢ KA OK 3IA@PSa LI NByhta GKS NRIKG 2F |

3. Definitions

Term Definition

Personal data Any information relating to an identified, adentifiable, individual.
CKAA YI& AyOftdzZRS (KS AYRAQDARdzZ f

Name (including initials)

Identification number

Location data

Online identifier, such as a username

LG YIe Fftaz2 AyOfdzRRS FIFOG2NER 4&LlS
physiological, genetic, mental, economic, cultural or social identity.

Special categories of Personal data which is more sensitive and so needs more protection,
personal data AYOft dzZRAY3I AYF2NXNIFGAZ2Y Fo2dzi |y

Racial or ethnic origin

Political ginions

Religious or philosophical beliefs
Trade union membership
Genetics

Biometrics (such as fingerprints, retina and iris patterns), wher
used for identification purposes

Health¢ physical or mental
Sex life or sexual orientation
Processing Anything done to personal data, such as collecting, recording, organis

structuring, storing, adapting, altering, retrieving, using, disseminating
erasing or destroying.
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Term Definition
Processing can be automated or manual.

Data subject The identified or identiible individual whose personal data is held or
processed.

Data controller A person or organisation that determines the purposes and the mean
processing of personal data.

Data processor Aperson or other bodypther than an employee of the data cootfer,

who processes personal data on behalf of the data controller.

Personal data breach A breach of security leading to the accidental or unlawful destruction,
alteration, unauthorised disclosure of, or access to personal data.

4. The data controller

Our school processes personal data relating to parents, pupils, gtafrnors, visitors and others,
and therefore is a data controller.

The school is registered as a data controller with the ICO and will renew this registration annually or
as otherwise legally required.

5. Roles and responsibilities

This policy appliet all staff employed by our school, and to external organisations or individuals
working on our behalf. Staff who do not comply with this policy may face disciplinary action.

5.1 Governing board

The governing board has overall responsibility for emguthat our school complies with all
relevant data protection obligations.

5.2 Data protection officer

The data protection officer (DPO) is responsible for overseeing the implementation of this policy,
monitoring our compliance with datarotection law, and developing related policies and guidelines
where applicable.

They will provide an annual report of their activities directly to the governing board and, where
relevant, report to the board their advice and recommendations on school data protection issues.

The DPO is also the first point of contact for individudisse data the school processes, and for
the ICO.
¢tKS ao0OKz22fQa RFEGF LINRGSOUlA2Y 2FFAOSNI AaY

Data Protection Service Lead

Schools' Choice

2 Friars Bridge Road, Ipswich, IP1 1RR

Tel: 01473 944579

Email: data.protection@schoolschoice.co.uk
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5.3 Headteacher
The headteacher acts as the representative of the data controller on -&oddsty basis.
5.4 All staff

Staff are responsible for:
Collecting, storing and processing grersonal data in accordance with this policy
Informing the school of any changes to their personal data, such as a change of address
Contacting the DPO in the following circumstances:

0 With any questions about the operation of this policy, data protectawa, retaining
personal data or keeping personal data secure

o If they have any concerns that this policy is not being followed

o If they are unsure whether or not they have a lawful basis to use personal data in a
particular way

o If they need to rely on or cdpre consent, draft a privacy notice, deal with data
protection rights invoked by an individual, or transfer personal data outside the
European Economic Area

o If there has been a data breach

o0 Whenever they are engaging in a new activity that may affect theapy rights of
individuals

o If they need help with any contracts or sharing personal data with third parties

6. Data protection principles

The UK GDPR is based on data protection principles that our school must comply with.

The principles say that personal data must be:
Processed lawfully, fairly and in a transparent manner
Collected for specified, explicit and legitimate purposes

Adequate relevant and limited to what is necessary to fulfil the purposes for which it is
processed

Accurate and, where necessary, kept up to date
Kept for no longer than is necessary for the purposes for which it is processed
Processed in a way that ensures igppropriately secure

This policy sets out how the school aims to comply with these principles.
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7. Collecting personal data

7.1 Lawfulness, fairness and transparency

2S gAft 2yfte LINRPOSaa LISNA2YlFf R (éasogskiSdeSo 6 S K
under data protection law:

The data needs to be processed so that the schoofaiéiha contractwith the individual, or
the individual has asked the school to take specific steps before entering into a contract

The data needs to be pcessed so that the school caomply with a legal obligation

The data needs to be processed to ensuretal interestsof the individual e.g. to protect
a2zyvysSz2ysqQa tATFS

The data needs to be processed so that the school, as a public authority, camparfask

in the public interest,and carry out its official functions

The data needs to be processed for tegitimate interestsof the school or a third party
OLINPBARSR (UKS AYRAGARdzZ f Qa NARIKGA YR FTNBS
The individual (or their parent/carer when appropriate in the case of a pupil) has freely given
clearconsent

For special categories of personal data, we will also meet one of the special category conditions for
processing which are set out in the UK ®Cdhd Data Protection Act 2018.

If we offer online services to pupils, such as classroom apps, and we intend to rely on consent as a
basis for processing, we will get parental consent (except for online counselling and preventive
services).

7.2 Limitation, minimisation and accuracy

We will only collect personal data for specified, explicit and legitimate reasons. We will explain
these reasons to the individuals when we first collect their data.

If we want to use personal data for reasons other than thgisen when we first obtained it, we
will inform the individuals concerned before we do so, and seek consent where necessary.

Staff must only process personal data where it is necessary in order to do their jobs.
When staff no longer need the personal dahey hold, they must ensure it is deleted or
anonymised. This will be done in accordance with]tifermation and Records Management
{20ASGeQa G222t 1A0 FT2N) a0OKz22f &

8. Sharing personal data

We will not normally share personal data with anyone else, but may do so where:
There is an issue with a pupil or parent/carer that puts the safety of our staff at risk
We need to liaise with other agenciesve will seekconsent as necessary before doing this

Our suppliers or contractors need data to enable us to provide services to our staff and
pupils¢ for example, IT companies. When doing this, we will:
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o Only appoint suppliers or contractors which can prosd#icient guarantees that
they comply with data protection law

o Establish a data sharing agreement with the supplier or contractor, either in the
contract or as a standalone agreement, to ensure the fair and lawful processing of
any personal data we share

o Only share data that the supplier or contractor needs to carry out their service, and
information necessary to keep them safe while working with us

We will also share personal data with law enforcement and government bodies where we are
legally required talo so, including for:

The prevention or detection of crime and/or fraud

The apprehension or prosecution of offenders

The assessment or collection of tax owed to HMRC

In connection with legal proceedings

Where the disclosure is required to satisfy our gaf@rding obligations

Research and statistical purposes, as long as personal data is sufficiently anonymised or
consent has been provided

We may also share personal data with emergency services and local authorities to help them to
respond to an emergencytgation that affects any of our pupils or staff.

Where we transfer personal data to a country or territory outside the United Kingdom, we will do so
in accordance with data protection law.

9. Complaints

We take any complaints about our collection amse of personal information seriously. If you think
that our collection or use of personal information is unfair, misleading or inappropriate, or have any
other concerns about our data processing, please raise this with us in the first instance by
contacing the school office or Schools Choicedata.protection@schoolschoice.org

lf SNyl GA@Stes @2dz Oy YIS | O2YLX Ayl (G2 GK
Report a concern online &tttps://ico.org.uk/concerns/
Call 0303 123 1113

hNJ 6NAGS (G2Y LYF2NXYIGAZ2Y [/ 2YYA&daA2ySNRA h¥
Cheshire, SK9 5AF

10. Subject access requests and other rights of individuals

10.1 Subject access requests
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LYRAGARdzZI a4 KIFE@S | NARIKG G2 YIFI1S | wadzomeaSoid
that the school holds about them. This includes:

Confirmation that their personal data is being processed

Access to a copy of the data

The purposes of the da processing

The categories of personal data concerned

Who the data has been, or will be, shared with

| 2¢g t2y3 GKS RIGF gAff 0SS ai2NBR FT2NE 2NJ A

this period

The source of the data, if not the individual

Whether any automated decisiemaking is being applied to their data, and what the
significance and consequences of this might be for the individual

Subject access requests must be submitted to the DPO using the appendix contained at the end of
this docunent. They should include:

Name of individual
Correspondence address
Contact number and email address

Details of the information requested
If staff receive a subject access request they must immediately forward it to the DPO.
10.2 Children andubject access requests

Personal data about a child belongs to that child, and not the child's parents or carers. For a parent
or carer to make a subject access request with respect to their ¢héd;hild must either be unable

to understand their righg and the implications of a subject access request, or have given their
consent.

Children below the age of 12 are generally not regarded to be mature enough to understand their
rights and the implications of a subject access request. Therefore, mostsabgess requests

from parents or carers of pupils at our school may be granted without the express permission of the
LJdzLIAE & ¢KAAa Aa y20 | NMHzZS FyR | LlzLJAf Qa | oAf A
caseby-case basis.

10.3 Respondhg to subject access requests

When responding to requests, we:
May ask the individual to provide 2 forms of identification
May contact the individual via phone to confirm the request was made
Will respond without delay and within 1 month of receipt betrequest
Will provide the information free of charge
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May tell the individual we will comply within 3 months of receipt of the request, where a
request is complex or numerous. We will inform the individual of this within 1 month, and
explain why the extesion is necessary

We will not disclose information if it:
Might cause serious harm to the physical or mental health of the pupil or another individual
Would reveal that the child is at risk of abuse, where the disclosure of that information
wouldnotbeini KS OKAf RQAa o6Said AyaSNBada
Is contained in adoption or parental order records
Is given to a court in proceedings concerning the child

If the request is unfounded or excessive, we may refuse to act on it, or charge a reasonable fee,
which takes into acamt administrative costs.

A request will be deemed to be unfounded or excessive if it is repetitive, or asks for further copies
of the same information.

When we refuse a request, we will tell the individual why, and tell them they have the right to
comphin to the ICO.
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10.4 Other data protection rights of the individual

In addition to the right to make a subject access request (see above), and to receive information
when we are collecting their data about how we use and process it (see sectiodividuals also
have the right to:

Withdraw their consent to processing at any time

Ask us to rectify, erase or restrict processing of their personal data, or object to the
processing of it (in certain circumstances)

Prevent use of their personal data fdirect marketing
Challenge processing which has been justified on the basis of public interest

Request a copy of agreements under which their personal data is transferred outside of the
European Economic Area

Object to decisions based solely on automatiegision making or profiling (decisions taken
with no human involvement, that might negatively affect them)

Prevent processing that is likely to cause damage or distress
Be notified of a data breach in certain circumstances
Make a complaint to the ICO

Askfor their personal data to be transferred to a third party in a structured, commonly used
and machinereadable format (in certain circumstances)

Individuals should submit any request to exercise these rights to the DPO. If staff receive such a
request, they must immediately forward it to the DPO.

10.5 Parental requests to see the educational record

t I NByGdaz 2N 0K2aS ¢6A0GK LI NByGrf NBaLRyaiaoratAd
educational record (which includes most information aboyiugil) within 15 school days of receipt
of a written request.

11. Photographs and videos

As part of our school activities, we may take photographs and record images of individuals within
our school.

We will obtain written consent from parents/carersrfphotographs and videos to be taken of their
child for communication, marketing and promotional materials. We will clearly explain how the
photograph and/or video will be used to both the parent/carer and pupil.

Uses may include:
Within school omotice boards and in school magazines, brochures, newsletters, etc.

Outside of school by external agencies such as the school photographer, newspapers,
campaigns

Online on our school website or social media pages
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Consent can be refused or withdrawn at dmge. If consent is withdrawn, we will delete the
photograph or video and not distribute it further.

When using photographs and videos in this way we will not accompany them with any other
personal information about the child, to ensure they cannot bentded.

12. Data protection by design and default

We will put measures in place to show that we have integrated data protection into all of our data
processing activities, including:

Appointing a suitably qualified DPO, and ensuring they have the reegagsources to fulfil
their duties and maintain their expert knowledge

Only processing personal data that is necessary for each specific purpose of processing, and
always in line with the data protection principles set out in relevant data protectior{da®

section 6)

[ 2YLX SGAY3 LINAGEFO& AYLIOG FaaSaayvySyida sKSN
presents a high risk to rights and freedoms of individuals, and when introducing new
technologies (the DPO will advise on this process)

Integrating data protection into internal documents including this policy, any related policies
and privacy notices

Regularly training members of staff on data protection law, this policy, any related policies
and any other data protection matters; we wallso keep a record of attendance

Regularly conducting reviews and audits to test our privacy measures and make sure we are
compliant

Maintaining records of our processing activities, including:

o For the benefit of data subjects, making available the name contact details of our
school and DPO and all information we are required to share about how we use and
process their personal data (via our privacy notices)

o For all personal data that we hold, maintaining an internal record of the type of data,
data subject, how and why we are using the data, any tipadty recipients, how and
why we are storing the data, retention periods and how we are keeping the data
secure

13. Data security and storage of records

We will protect personal data and keep it saferh unauthorised or unlawful access, alteration,
processing or disclosure, and against accidental or unlawful loss, destruction or damage.

In particular:

Paperbased records and portable electronic devices, such as laptops and hard drives that
contain personal data are kept under lock and key when not in use

Papers containing confidential personal data must not be left on office and classroom desks,
on staffroom tables, pinned to notice/display boards, or left anywhere else where there is
generd access
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Where personal information needs to be taken off site, staff must sign it in and out from the
school office

Passwords that are at least 8 characters long containing letters and numbers are used to
access school computers, laptops and other elegtralevices. Staff and pupils are
reminded to change their passwords at regular intervals and not to share passwords.

Encryption software is used to protect all portable devices and removable media, such as
laptops. USB devices are not to be used.

Screensi K2dzf R 0SS 201 SR ¢KSy2 dfirQl aA2y (deal Si FiyKRS 83 &
lock after a short period of inactivity.

Staff, pupils or governors who store personal information on their personal devices are
expected to follow the same security proceds as for schoabwned equipment.

Where we need to share personal data with a third party, we carry out due diligence and
take reasonable steps to ensure it is stored securely and adequately protected.

14. Disposal of records

Personal data that is nomger needed will be disposed of securely. Personal data that has become
inaccurate or out of date will also be disposed of securely, where we cannot or do not need to
rectify or update it.

For example, we will shred or incinerate pajirsed records, andverwrite or delete electronic

TAftSao 2SS YlIe +faz2 dz&aS F GKANR LI NLe& G2 al ¥St¢
we will require the third party to provide sufficient guarantees that it complies with data protection
law.

15. Personhdata breaches
The school will make all reasonable endeavours to ensure that there are no personal data breaches.

In the unlikely event of a suspected data breach, we will follow the procedure set out in the
appendix.

When appropriate, we will repothe data breach to the ICO within 72 hours. Such breaches in a
school context may include, but are not limited to:

A nonranonymised dataset being published on the school website which shows the exam
results of pupils eligible for the pupil premium

Safeguading information being made available to an unauthorised person
The theft of a school laptop containing nencrypted personal data about pupils

16. Training

All staff and governors are provided with data protection training as part of theirction process.
Data protection will also form part of continuing professional development, where changes to
f SAAaftFGA2YyY FdzZARIFI YOS 2N GKS aoOKz22f Qa LINROS3Aa
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17. Bring Your Own Device Policy

The School recognises that many empleyevill have their own personal mobile devices (such as
smartphones and tablets) which they could use for School purposes and also that there can be
benefits for both the School and staff in permitting such use. However, the use of personal mobile
devicesF 2 NJ aOK22f LJzN1}2aSa OFy 3IABS NRaAS G2 +y Ay
IT networks and communications systems, the protection of confidential or otherwise sensitive
information and compliance with legal obligations, such as dabéegtion requirements.

With the prior permission of their manager, employees may use a personal mobile device for school
purposes, provided always that they adhere to the terms of this policy. However, employees are not
required to use their personal mdbidevice for school purposes if they do not wish to do so.

Before using a device under this policy for the first time, employees must erase all information and
software related to any previous employment.

17.1 Scope and Purpose of the Policy

This paky applies to all employees who use a personal mobile device for school purposes. It applies
to use of the device both during and outside your normal working hours and whether or not your
use of the device takes place at your School.

This policy applies 2 | £ f RSOAOS& H6KAOK FNB dzaSR G2 I O0S:
communications systems, which may include smartphones, mobile phones, tablets, laptops etc.

2 KSy @2dz 0O0Saa GKS {OK22fQa aeadSvyaszx &aedz Yl @&
pupils, parents, contractors or suppliers, including information which is confidential or otherwise
sensitive.

2 KSy @&2dz  0O0Saa (GKS {OKz22ftQa aeadsSyvya dzaiay3a |
risks, including from the loss or theft ofdldevice (which could result in unauthorised access to the
{OK22f Qa aeaidisSvya 2NIRIFIGIOZ GKS GKNBFG 2F YItg
could be introduced via a device) and the loss, wrongful disclosure or unauthorised alteration or
deletion of School data (which could expose the School to the risk etampliance with legal

obligations relating to confidentiality, data protection and privacy).

¢CKS LlzN1J2asS 2F (GKA& LRfAOE A& (2 LINRdobdad UG(KS
from being deliberately or accidentally lost, disclosed, deleted or altered, while enabling employees
G2 | 00Saa (GKS {OK22fQa aeadsSvya dzaiAy3da I RS@OAOS

(0p))

MT®H [/ 2yySOlGAy3 5S@A0Sa (2 GKS {OK22ftQa {e&adl

| 2yySOGAGAGeE 2F |ff RSOAOSa Aa YlIylFr3aSR o6& (K
RSOAOS a LINBPGARAY3I 'y | LIINRBLNRFGS tS@St 27
aeaisSya 2N ySGg2N] ® ¢KS & OK ARdefba to hpprova deidjeid aNJi
device and the School reserves the right to refuse or revoke permission for a particular device to
connect with its systems, for example where a device is being or may be used in a way that puts, or
could put, the Schoolral its employees, pupils, parents, systems or data at risk or that may

N ¢ ()
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20KSNBA&AS ONBIFOK (KAa LRfAOED® LYy 2NRSNI G2 I 00
department to install software applications on the device. If any such softwaeensved, access
G2 GKS {OK22fQa adaeaiaSvya oAttt 0S RAalof SR®

The School has the absolute right to determine what types of data can be processed on a device and
what may not and you will be advised of any types of data that is restricted or prohibited.

2 KSNBE I RSGOAOS 6KAOK A& O2 dpg stechricdd probm, faktdr { OK 2
FEAEdINES GKS a0K22fQa L¢ &adzaJRNI GSFY Attt LN
the issue with the device is software or hardware related. If the issue is hardware related or relates

to software whch you have installed, then you will be responsible for resolving it, including any
repairs, maintenance or replacements costs and services. If it relates to software the School has
provided, then it will provide any necessary support.

17.3 Device Monitaing

¢tKS O2y Syt 2F (GKS {OKz22ftQa aeadsSvya yR RFGL
and communications, including but not limited tengail, telephone conversations and voicemail
recordings, instant messages and Internet and social apdstings and activities, created on,

OGNl YyaYAGGSR (G232 NBOSAGSR FTNRBYZI 2NJ ad2NBR 2NJ N
odzaAySaa 2Nl 2y GUKS {OK22fQa oSKIFIfF Aad GKS { OK

The School reservesdlright (remotely or otherwise) to inspect, monitor, intercept, review,

disclose, remove or destroy all content on the device that has been created for or on behalf of the
School and to access applications used on it for this purpose. This includes thermon

interception, accessing, recording, disclosing, inspecting, reviewing, retrieving, printing, removal,
destruction or deletion of transactions, messages, communications, postmdpgecordings and

other uses of the device. It is possible thargonal data may be inadvertently monitored,

intercepted, reviewed or erased. Therefore, employees should have no expectation of privacy in any
personal data on the device.

9YLX 28S5Sa NS FTROAASR y2i (G2 dzasS (FKtBeof OK22f Qa
confidential nature because it is not guaranteed to be private.

The purposes for such monitoring are:

A to promote productivity and efficiency

A 02 SyadaNBE GKS aSOdNAaiGe 2F (GKS {OK22f Qa ac¢

A to prevent misuse of the dece and protect School data

A 02 SyadsaNBE GKSNB Aad y2 dzyl dziK2NA&ASR dzaS 21

A to ensure that all employees are treated with respect and dignity at work, by discovering
and eliminating any material that is capable of amounting to uflWarassment

A G2 SyadaNB GGKFd SYLX2eSSa R2 y2i4 dzasS GKS |
LJdzN1J2 &S 2N I OGA@GAGASEa GKIG YFeé REYIF3AS GKS

A

to ensure there is no breach of confidentiality or data protection.

The School may also store copies of any content for a period of time after it is created and may
delete such copies from time to time without notice.
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By agreeing to use your personal mobile device for School purposes, you confirm your agreement to
suchYaLISOGA2Y 2NJ Y2YAG2NRAY3a yR G2 (GKS {OK22f Q3
device, including any personal data stored on the device. Although the School does not intend to
wipe personal data, it may not be possible to distinguish all sufonmation from School data. You

should therefore regularly backup any personal data contained on the device.

You also agree that you use the device at your own risk and that the School will not be responsible
for any loss, damage or liability arisingt @f its use, including any loss, corruption or misuse of any
content or loss of access to or misuse of the device, its software or its functionality.

You must cepperate with the School to enable such inspection or monitoring, including providing
any paswords or pin numbers necessary to access the device or relevant applications.

The School shall use reasonable endeavours not to access, copy or use any personal data held on
the device, unless absolutely necessary. If such copying occurs inadvettentBchool will delete
such personal data as soon as it comes to its attention.

17.4 Security Requirements

You must:

A at all times, use your best efforts to physically secure the device against loss, theft or use
by persons who have not been authoriseduse the device. You must secure the device
whether or not it is in use and whether or not it is your current possession. This includes
passwords, encryption technologies and physical control of the device

A install any antvirus oranti-Y I £ 6 NB a2F G g NB i GKS { OK2?2
G2 Ada aeadsSyvya yR O2yaSyid G2 GKS {OK22f
its data, including providing the School with any necessary passwords

A protect the device with a pin numbaer strong password, and keep that pin number or
password secure at all times. If the confidentiality of a pin number or password is
compromised, you must change it immediately

A ensure that access to the device is denied if an incorrect pin number or passvo
input too many times and ensure that the device automatically locks if inactive for a
period of time

A maintain the device's original operating and security system and settings, and keep it
current with security patches and updates

A prohibit use of the device by anyone not authorised by the School, including family and
friends

A not download and install untrusted or unverified software or applications unless

explicitly authorised by the Schodf in doubt, contact the Office Manager BILTA
with IT responsibility

A not download or transfer any restricted or prohibited types of School data to the
device, for example viamail attachments, or store any such restricted or prohibited
types of School data on the device unless you have beedcifically authorised to do
so, and you must immediately erase any such information that is inadvertently
downloaded to the device

A not backup the device locally or to clobadsed storage applications where that might
result in the backup or storage of St data and any such backups inadvertently
created must be deleted immediately
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A where you are permitted to store School data on the device, ensure that it is encrypted
using appropriate encryption technologies approved by @féce Manager or HLTA
with ITresponsibility

If the School discovers or reasonably suspects that there has been a breach of this policy, including
any of the security requirements listed above, it shall immediately remove access to its systems
and, where appropriate, remove any Schdata from the device.

In the event of a lost or stolen device, or where you believe that a device may have been accessed
by an unauthorised person or otherwise compromised, you must report the incident to the
Headteacher and Data Protection Officer ieamately. Appropriate steps will be taken to ensure

that School data on or accessible from the device is secured, including remote wiping of the device
where appropriate. The remote wipe will destroy all School data on the device (including
information cortained in a work email account, even if suchreails are personal in nature).

Although the School does not intend to wipe personal data, it may not be possible to distinguish all
such information from School data.

On termination of employment, on or bafe your last day of employment by the School, all

School data (including workraails), and any software applications provided by the School, will be
removed from the device. If this cannot be achieved remotely, the device must be submitted to
Office Manaer or HLTA with IT responsibiliigr wiping and software removal. You must provide
all necessary coperation and assistance to th@ffice Manager or HLTA with IT responsibility
relation to this process. The same process will apply if you intesdltahe device or to return it

to the manufacturer or take it to a third party for repair or replacement.

17.5 Costs

You must pay for your own device costs under this policy, including but not limited to voice and
data usage charges and any purchaspaneor replacement costs. You acknowledge that you are
responsible for all costs associated with the device and that your School usage of the device may
increase your voice and data usage charges.

17.6 Disciplinary Action

Failure to comply with any of the requirements of this policy is a disciplinary offence and may result
AY RAGOALI AYINEB FOGA2Y o0SAy3 G 1Sy dzyRSNJ (1KS
may also lead to the School revoking your access teystems, whether through a device or

otherwise.

Employees are required to aperate with any investigation into suspected breach, which may
involve providing the School with access to the device and any relevant passwords and login details.

18. Clea Desk Policy

The School is working towards operating a clear desk policy for all employees for the following
reasons:

A it reduces the threat of a security breach as passwords and other confidential
information are locked away or otherwise securely stored
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it ensures compliance with data protection requirements because personal data must be
held securely at all times

AG LINRGSOGa SyLiz2e8S8SSaQ KSFHf4GK FyR &l fSae
it reduces the risk of damage or destruction to infornoatin the event of a disaster

such as a fire or flood etc.

it portrays a professional image to our parents, visitors and suppliers when they visit the
{OK22f Qa LINBYAaSa

o Do Do

18.1 Procedure

At the end of your working day or where you leave your workplacarfioextended period during

the day, you must tidy your workplace and tidy away all schelalted paperwork and files into

your desk drawer, filing cabinet or cupboard in an efficient and organised manner. These should
then be locked overnight where lockifagilities are available. Confidential information or

information containing personal data must always be securely stored. If you are unsure of the
AYF2NNIGA2YQa aSyariuaraograides SAOGKSNI Fal &2dzNJ Y

Put any paperwork that youmlonger need in your rubbish/recycling bin on a daily basis. Please use
0KS {OK22f Qa aKNBRRAY3I FIFIOAftAGASE 2NJ O2yFTARSY
is confidential. Any unwanted paperwork that contains personal data or sensifivenation

should be shredded. Paperwork that you do need should be acted upon and then appropriately

filed.

This policy includes removable storage media which may contain files downloaded from your
computer, such as portable hard drives. Medidlo$ type must also be cleared from your
workplacebefore you go home. The use of USB memory sticks is not permitted.

Additionally, this policy is designed to reduce the amount of paper that the School uses, which in
turn reduces the amount of printingosts and filing space needed. You should not print out hard
copies of emails or documents just to read them unless this is really necessary. All information
A02NBR 2y (0KS { OKailaystens ar®@adkadusd $oNvill ngtRoseShe
information unless you have specifically deleted it.

When printing out information, it should be cleared from printers immediately, particularly if the
information is confidential or contains personal data. Faxes should also be taken from the fax
machine immeditely. Nothing should be left lying on printers, photocopiers or fax machines at the
end of the day.

Finally, the floor space around/in your workplasieould remain tidy and free from obstructions at
all times.

It is your personal responsibility to adfeto this policy. If you fail to comply with the above rules, it
gAff 0S RSIHfd 6A0GK Ay | O0O2NRIYyOS gA0K GKS {OK

19. Governor and School Staff Use of Emaill

The school provides-mail and internet access to authorised users. The use of email within a school
is an essential means of communication for staff, governors and students. In the context of school,
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emails should not be considered private and individsalsuld assume that anything they write or
email could become public.

The purpose of this policy is to outline the procedure and protocols to be used when emailing and
this policy must be adhered to by all authorised users.

19.1 Email Accounts

The scbol gives all staff their own email account as a woased tool.

This school email account should be the account that is used for all school business. This is to
minimise the risk of receiving unsolicited or malicious emails and avoids the risk ohakcsatact
information being revealed.

For the safety and security of users and recipients, all mail is filtered and logged. If necessary, email
histories can be traced.

The following rules will apply:
Under no circumstances should staffgmvernors contact students, parents or conduct any
school business using any personal email addresses.
It is the responsibility of each account holder to keep their password/s secure.
All external emails, including those to parents, should be construatéitei same way as a
formal letter written on school headed paper.
If any issues/complaints are involved then staff sending emails to parents, external
organisations, or students are advised to cc their line manager/s and other relevant
individuals.
The school requires a standard disclaimer to be attached to all email correspondence,
clarifying that any views expressed are not necessarily those of the school. Please note that
this disclaimer is automatically added to emails sent exteynall
All emails should be written and checked carefully before sending.
Emails created or received as part of your school job will be subject to disclosure in response
to a request for information under the Freedom of Information Act or a Subject Access
Request in certain circumstances.

Staff are expected to manage their staff email account in an effective way as follows:
Delete all emails of shoterm value.
Organise email into folders and carry out frequent hciseping on all folders and archives.
Respnd to emails in a timely fashion.
However you access your school email (whether directly, through webmail when away from
the office or on norschool hardware) all the school ICTsadety and email policies apply.

Staff must immediately inform their linmanager/network manager if they receive an offensive
email and any suspicious emails should be reported to the Office Manager or HLTA with
responsibility for IT and should not be opened.

19.2 Sending Emails
The following rules apply:

Whencomposing your message to a parent or rsiaff member you should always use
formal language, as if you were writing a letter on headed paper.
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If sending emails containing personal, confidential, classified or financially sensitive data to
externalthirdp NI A Sa 2NJ F3SyOASas LX SIFHasS asSsS G4KS &
O2YyFARSYUGUALFE 2NJ Ot aaATASR AYF2NNIGAZ2Y QO
Use your own school email account so that you are clearly identified as the originator of a
message.

Keep the number and relevance ahall recipients, particularly those being copied, to the
minimum necessary and appropriate.

Do not send whole school emails unless essential for school business.

Do not send or forward attachments unnecessarily. Whenever possible, send the location

path tothe shared drive rather than sending attachments.

19.3 Receiving Emails

The following rules apply:
Check your email regularly.
LF F LILINE LINR | ( SoE2 F ONQA PR (\52 BRIMNO WRHAY 66KSY |
Never open attachments from amtrusted source. If unsure, always consult the network
manager first.
Do not use the email systems to store attachments. Detach and save business related work
to the appropriate shared drive/folder.
The setting to automatically forward and/or delete of aits is not allowed.

19.4 Emailing Personal, Sensitive, Confidential or Classified Information

Assess whether the information can be transmitted by other secure means before using email.
Emailing confidential data without the use of encryption is stiptiohibited. Users should ensure
GKFG GKSe& KIFIdS NBIR FYR FNB FgFNB 2F GKS &a0K?2

Where the conclusion is that your school email must be used to transmit such data, then exercise

caution when sending the email and alwdglow these checks before releasing the email:
Verify the details, including accurate email address, of any intended recipient of the
information.
Verify (preferably by phoning) the details of a requestor, if unknown, before responding to
emailrequests for information.
Do not copy or forward the email to any more recipients than is absolutely necessary.
Do not send the information to any person whose details you have been unable to
separately verify.
Send the information as an encrypted/passw@mdtected document attached to an email.
If you are unsure as to how to complete this, please speak to the Office Manager or HLTA
with IT responsibility
Provide the encryption key or password by a separate contact with the recipient(s)
preferably by ¢lephone.
Do not identify such information in the subject line of any email.
Request confirmation of safe receipt.
When sending an email containing personal or sensitive data, the name of the individual is
not to be included in the subject line and the doeent containing the information must be
encrypted.
¢2 LINPOARS I RRAGAZ2YIE aSOdNA(Ge &2dz ySSR G2
header in the email and any attachments to the email.
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20. Acceptable Use of Technology Agreement

The Acceptablese of Technology agreemeffppendix 10¥orms part of thisnformation
management policy.

21. Monitoring arrangements

The DPGs responsible for monitoring and reviewing this policy.

This policy will be reviewed and updated if necessary when tha Pattection Bill receives royal

assent and becomes law (as the Data Protection Act 20E&ny changes are made to the bill that
FFFSOG 2dzNJ a0K22f Qad LINF OGAOS® hiKSNEyadwars 2N T
and shared with the RuGoverning Board.

22. Links with other policies

This document is linked to our:

Data Protection Policy
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Appendix 1: Personal data breach procedure

This procedure is based guiidance on personal data breach@®duced by the I1CO.

On finding or causing a breach, or potential breach, the staff mermbdata processor
must immediately notify the DPO

The DPO will investigate the report, and determine whether a breach has occurred. To
decide, the DPO will consider whether personal data has been accidentally or unlawfully:

0 Lost
Stolen
Destroyed
Altered

Disclosed or made available where it should not have been

O O O O O

Made available to unauthorised people
The DPO will alert the headteacher and the chair of governors

The DPO will make all reasonable efforts to contain and minimise the impact of the breach,
assised by relevant staff members or data processors where necessary. (Actions relevant
to specific data types are set out at the end of this procedure)

The DPO will assess the potential consequences, based on how serious they are, and how
likely they are to hppen

The DPO will work out whether the breach must be reported to the ICO. This must be

judged on a casby-case basis. To decide, the DPO will consider whether the breach is
fA1Ste G2 ySardAgSte FFFSOG LIS2LX Baa NAIKI
material or nonmaterial damage (e.g. emotional distress), including through:

0 Loss of control over their data

Discrimination

Identify theft or fraud

Financial loss

Unauthorised reversal of pseudonymisation (for example;d@ying)
Damage taeputation

Loss of confidentiality

O O O O O o o

Any other significant economic or social disadvantage to the individual(s) concerned

L¥ AGQa tfA1Sfe KIFIG GKSNB gAafft o6S F NRal
the ICO.

The DPO will document trdecision (either way), in case it is challenged at a later date by

the ICO or an individual affected by the breach. Documented decisions are stored on the
a0K22fQa O02YLJzi SN agadsSy

Where the ICO must be notified, the DPO will do this vigithéS LJ2 NI | 6 NB I OKQ
ICO websitavithin 72 hours. As required, the DPO will set out:

0 A description of the nature of the personal data breach including, where possible:
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The categories andpproximate number of individuals concerned

The categories and approximate number of personal data records
concerned

o0 The name and contact details of the DPO
o A description of the likely consequences of the personal data breach

o0 A description of the measurekdt have been, or will be taken, to deal with the
breach and mitigate any possible adverse effects on the individual(s) concerned

If all the above details are not yet known, the DPO will report as much as they can within
72 hours. The report will explaihat there is a delay, the reasons why, and when the DPO
expects to have further information. The DPO will submit the remaining information as
soon as possible

The DPO will also assess the risk to individuals, again based on the severity and likelihood
of potential or actual impact. If the risk is high, the DPO will promptly inform, in writing, all
individuals whose personal data has been breached. This notification will set out:

o The name and contact details of the DPO
o A description of the likely consequerxof the personal data breach

0 A description of the measures that have been, or will be, taken to deal with the
data breach and mitigate any possible adverse effects on the individual(s)
concerned

The DPO will notify any relevant third parties who can Ineifigate the loss to individuals
¢ for example, the police, insurers, banks or credit card companies

The DPO will document each breach, irrespective of whether it is reported to the 1CO. For
each breach, this record will include the:

o Facts and cause
o Effects

0 Action taken to contain it and ensure it does not happen again (such as establishing
more robust processes or providing further training for individuals)
wSO2NRa 2F Fff ONBIFIOKSa gAatf 0S a0G2NBR 2V
The DPO and headteacherivmeet to review what happened and how it can be stopped
from happening again. This meeting will happen as soon as reasonably possible

Actions to minimise the impact of data breaches

We will take the actions set out below to mitigate the impactidferent types of data breach,
focusing especially on breaches involving particularly risky or sensitive information. We will review
the effectiveness of these actions and amend them as necessary after any data breach.

For example:
Sensitivenformation being disclosed via email (including safeguarding records)

If special category data (sensitive information) is accidentally made available via email to
unauthorised individuals, the sender must attempt to recall the email as soon as they
becomeaware of the error
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Members of staff who receive personal data sent in error must alert the sender and the
DPO as soon as they become aware of the error

If the sender is unavailable or cannot recall the email for any reason, the DPO will ask the
ICT deparment to recall it

In any cases where the recall is unsuccessful, the DPO will contact the relevant
unauthorised individuals who received the email, explain that the information was sent in
error, and request that those individuals delete the informatiod da not share, publish,
save or replicate it in any way

The DPO will ensure we receive a written response from all the individuals who received the
data, confirming that they have complied with this request

The DPO will carry out an internet search tookhihat the information has not been made
public; if it has, we will contact the publisher/website owner or administrator to request
that the information is removed from their website and deleted
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Appendix 2: Checklist for Subject Access Requests Westoate C P

School and Nursery

j"Spira 'ctedm Lear

Checklist for Subject Access Requests Complete (if
Step/Area to Consider relevant) Y/N

How was the request received? (e.g. using a templaté
form, by email, over the phone etc.)

Is the request a subject access request for some/all
personal data (and/or information about how it is use(
or a routine enquiry to the school (for which a differen
procedure may apply)?

Is the scope of the request clear, or is any additional
information required to locate the information request
andto deal with the request?

Notes

If there is any doubt as to the status of the request or
scope of this, you may need to clarify the position wit
[the individual.

Has a record been made of the date on which a requj
was made and when the response is @ue

Has the identity of the requester been verified? | |
Has receipt been acknowledged? | |

Does the school hold personal data about the reques
If not, has the requester been informed?

\Where is the personal data held? i.e. electronic recor
paper filing systems, emails etc.

| @S Ftf NBEtSOLIyd YIyl 3S
communicated to that they will need to help find this
data?

Have all appropriate locations been searched? What
search terms were used? i.e. to locate emails in an in

Is any of the information which is the subject of the
request due to be changed or deleted between the d3
of the request and the provision of the information?
Have you sought to retrieve suahformation prior to
deletion (where possible) and without undue delay?
Is any third partypersonal data included within the
request? If so, has this been assessed in regard to
whether such information may be disclosed?

In this instance you should take into account any exp
refusal of consent to disclose this information or any (
of corfidentiality owed to the third party in question.

Have all relevant exemptions been considered?
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Checklist for Subject Access Requests Complete (if

Step/Area to Consider relevant) Y/N
If applicable |

Have the reasons for the application of exemptions b
documented, including the basis for any refusal to
release third party data? Hawxemptions been applied
consistently?

Does the application of exemptions involve the redac
or extraction of any information? If so, has this been
applied appropriately?

Does the information being disclosed include any cod
acronyms ocomplex language which may require
explanation? Have steps been taken to ensure that th
information that is being disclosed is concise and cled

In what format will the requested information be
provided? If the request was received electronically, i
[this being provided electronically? Is the information
sufficiently secure in transmission?

Does the covering letter include information about the
processing? (such as purposes, disclosures, source ¢
Has the response been reviewed internally ac@dance
with applicable procedures before being sent to the
individual?

Has the register of subject access record been updat{
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Appendix 3: Data Classification

Westgate C.P.
School

IHSpire .Create-Learn

Classification Description of Information Types
No Impact- information formally made public by school or information whic
Green would have no impact on privacy or school reputation if it was to be put ir
the public domain by any other means.
Strictly internal or agreed partnerschool information which is intended
strictly for internal use by staff and agreed partners.
Information posing little/no risk to privacythis could also include names,
addresses and pupil numbers that pdgte or no risk to privacy.
Health & care personal datgpersonal data which reveals anything about tr
health or care arrangements of any individuals or families. This includes
details about ethnicity, gender aexuality.
Financial personal datgpersonal data which reveals anything about the
financial circumstances of any individuals or families.
Employee & partner personal datpersonal data on employees of the schc
Red/Officiat  and its partners. Thiscludes details about ethnicity, gender or sexuality.
Safeguarding information
Impact on health, safety & wellbeirg@nything which, if disclosed, would
impact on the health, safety and wellbeing of people. This includes detail
aboutethnicity, gender or sexuality.
School information which would have a significant impact on the reputatic
or business of the school if it was seen by maended recipient because of
commercial, legal, fraud, investigatory or other areas where confidkty is
necessary.

Sensitive
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Appendix 4: Data Breach Incident Form

Westgate C.P.

School

Inspire . Create-Learn

Under the General Data Protection Regulation 2016 and the Data Protection Bill 2017,
organisations which process personal data must take appropriate measures against unauthorised
or unlawful processing and against loss, destruction of or damage to pertataal A data

security breach can happen for a number of reasons:

Loss or theft of data or equipment on which data is stored

Inappropriate access controls allowing unauthorised use

Equipment failure

Human error

Unforeseen circumstances such as adirélood

Hacking attack

W, fF3IAYyIQ 2FFSYyO0Sa 6KSNBE AYyF2NN¥IFGA2Y Ada 2

oo Too To o T To o

As soon as you are aware of a data breach you must notify your Headteacher within 24 hours by
completing this form.

Once you have notified the Headteacher, the form should be returned to:
data.protection@schoolschoice.org

Information Management Leads

RhondaKidd Headteacher Westgate CP Schod@rooklands Close,
Hospital Road, Bury St Edmunds, IP33 3JX
head@westgatecp.co.uk

Schools Choice, Data Protection Officer |Sarah Ingram

Data Protection Service Lead

Schools' Choice

Beacon House, Whitehouse Road

Ipswich IP1 5PB

Tel: 01473 944579
Email:data.protection@schoolschoice.co.uk
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Data Breach Incident Form

When did the breach happen?
Date:
Time:

When did you discover thiereach?
Date:
Time:

If there has been a delay in
reporting this breach, please
explain why

How did you find out about the
breach?

Tell us as much as you can about
what happened, what went wrong
and how it happened.

Is this a breach of data by a
supplier or partner organisation?
(If the breach has been notified tg
you by a supplier or a partner
organisation who you share your
data with, name of the
supplier/partner, date notified,
contact should be completed)

The breach originated in your establishment:
Yes/No

We have been notified of the breach by a supplié
Partner Organisation.

Name:

Name Contact:

Date Notified:

[Insert Link to the saved notification]

10.

Was the breach caused by a cybe
incident e.g phishing

LT &Sa LXSIras faz 02\

AYOARSYy(Ga 2ytet

11.

Who has been notified of the
breach to date? (e.g. Headteachd
DPO, ICO, Pareniggachers,
Governors etc.)

Have you told, or are you plannin
to tell any other organisations

about the breach?
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eg the police, other regulators or
supervisory authorities. In case w
need to make contact with other
agencies

12.

Have you madeata subjects
aware of the breach?

13.

Number of personal data records
concerned?

14.

How many data subjects could be
affected?

15.

Categories of personal data

Please highlight those that are
relevant.

Data revealing racial or ethnizigin

Political opinions

Religious or philosophical beliefs

Trade union membership

Sex life data

Sexual orientation data

Gender reassignment data

Health data

Basic personal identifiers, eg name, contact detg
Identification data, eg usernames, passwords
Economic and financial data, eg credit card
numbers, bank details

Official documents, eg driving licences
Location data

Genetic or biometric data

Criminal convictions, offences

Not yet known

Other (please give details below)

16.

Categories oflata subjects

Employees
Students

Parents or prospective parents
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Children
Vulnerable adults
Not yet known

Other (please give details below)

If the data has been lost or stolen
were there any protections in
place such as encryption?

Describe the actions you have
taken, or propose to take, as a
result of the breach

Include, where appropriate, actior
you have taken to fix the problem
and to mitigate any adverse
effects, eg confirmed data sent in
error has been destroyed, update
passwords, planning information
security training.

Summarise the lessons learnt

What is the likelihood that data | The ICO will need to be notified within 72 hours
subjects will experience significarf f f RF GF o NBI OKSa ¢ KSN
consequences as a result of the | rights and freedom exists.
breach?Please highlight
Very likely
i.e Risk to physical safety as a :
result of thz greach ’ LG
Neutral (neither likely nor unlikely)
Risk of the data being used to Unlikely
discriminate against aimdividual

Very unlikely
Risk to the reputation of any
individual being impacted by the
breach

Not yet known

Please describe any possible impact on data
Risk of financial loss through subjects:
identity theft

Are there wider consequences to
consider such as a risk to public
health or loss of public confidencs

33

G\ Shared driveédoliciesGDPR and Privacy Notices and\E(Data Protection and Information Management Policy Sep 25.docx



in an important service you
provide?

Had the staff member involved in
this breach received data
protection training in the last two
years?

Further comments:

Cyber Incidents only:
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Signature:

Print Name:

Job Title:

Date:

To be completed by the DPO

Date received and logged:

5253 (KAa NBLNBASYyd | Wl A 3osewnpactedindividuals? Kf S
yes details of the communication plan:

Future mitigating actions identified:

What Type of Data Breach is it?

A Confidentiality Breacthas occurred if the data was unauthoriseidaccidentally disclosed.
An Availability Breachhas occurred if the data was unauthorised or accidentally lost.

AnIntegrity Breachhas occurred if the data was unauthorised or accidentally altered.

Date ICO notified:

Further comments:
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Signature:

Print Name:

Job Title:

Date:

Review Date:
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Appendix 5: Data Privacy Impact Assessment

LiQa O dzNgxdbtigeltd carry 8u @2pRvacy impact assessment when your school is
considering using data in new ways, or implementing new technology.

Under the UK GDPR they should be carried for all new projects such as implementation of the new
processes or systemshare any of the answers to the questions on the next page are a yes.

All areas where the processing is identified as high risk should have a Data Privacy Impact
Assessment and you therefore may complete this as part of your preparations for compliance with
the new regulation.

Processing that is likely to result in a high risk includes (but is not limited to):

Systematic and extensive processing activities, including profiling and where decisions have
legal effects, or similarly significant effects, on indiixals
Largescale processing of special categories of data or personal data relating to criminal
convictions or offences
Largescale, systematic monitoring of public areas (such as CCTV)
For example, you might do this where you've considered implemematingw web monitoring
aeadsSy Ay GKS OfFraaNrR2y 2N aKFENAy3I RIEGF 6AGK

A DPIA should be reviewed regularly and remain a live document and, if a data breach has
200dzZNNBR AY Fy | NBI ARSy AsibldbRrevieded arfd hpddted. NRA & | €

Where it isn't clear whether a DPIA is required, we recommend completing one, as it is a useful
tool to help comply with data protection law.

A DPIA should be carried out prior to the data processing and the data controlle

Is responsible for ensuring that the DPIA is carried out, although someone else inside or
outside the school can do it
Must seek the advice of the data protection officer. This advice, and the decisions taken by
the controller, should belocumented within the DPIA
Must seek the views of data subjects or their representatives, where appropriate

While there is no legal requirement to publish a DPIA, the controller can choose to do so.

37

GAShared drivedolicie$GDPR and Privacy Notices and\EData Protection and Information Management Policy Sep 25.docx



Data Privacy Impact Assessment

Question Yes/No

Will individuals provide information about
themselves?

Will this be stored electronically?

Will this be stored manually?

What is the reason for holding this data?

Will you make decisions or take actions form thi
data?

Consider and detadome of the impacts should th
data be incorrect, lost or stolen.

Will the project involve the collection of new
information that you have not previously held?

Will the information be shared or disclosed to
individuals who do not currently have asseto
[this?

Note: An example of this is where you buy in a
service such as milk for the children and you shi
details with the provider.

Are you implementing new technology which mi
[be perceived as being privacy intrusive? Biome
or facial recognition?

Note: An example of this is the implementation ¢
a finger print payment system. The
implementation of CCTV in school would be
another.

Does the information being collected contain.
Health Records, Criminal Records for example ¢
any other information which is considered privat

Will you to contact individuals in ways which the|
may find intrusive?
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Explain why you are collecting the data.

Link any project documents. (If you are implementing a new system, the specification
etc.)

Explain why you think this is Ahigh ris

The Need for the Data Privacy Impact Assessment

Data Flows

Stakeholders

Who are we consulting with to identify privacy risks?

Where will the data be stored?
How long will it be kept?
How will it be kept up to date / reviewed?

How will it be destroyed?
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Data Privacy Impact Assessment

Identify the Privacy and Related Risks (What are the potential problems?)

E.g. highly sensitive data posted to the wrong location as address details not up to date.

Privacy Issue Risk to Individuals Risk Level
E.g. highly sensitive data posted tlE.g. medical records included in th
[the wrong location as address  |data which could impact the way t
details not up to date. individual is treated by others.
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Data Privacy Impact Assessment

Identify the Privacy Solutions (What can we do about it?)

Evaluation
Result (Is the final impact after
(Is the risk reducec implementing, justified,

Solution(s) eliminated,  compliant and proportionate t

acceptable?) risk?) i.e. reduction of risk to
acceptable level.

Sign Off and Record thBata Privacy Impact Assessmentiicomes

Risk Approved Solution Approved By Review Date

Action Plan

Any actions should be added to the General Data Protection Compliance Action Plan and any
significant risks should be added to the School risk register.

If produced for project, then individual actions can be added below:

Action to be taken Date for completion of Responsibility for action

actions
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Appendix 6: Data Sharing Decision Form

To be used in the event of an organisation requesting data e.g. NHS, Police

Data Sharing Decision Form
Name of requesting

organisation:
Name and position of perso
[requesting data:
Data requested:

Purpose:

Decision:

Data supplied:

Decision taken byname ang
[position)
Date of disclosure:

Any specific arrangements:
(re. retention/deletion of
data)

Reason(s) for disclosure or
[non-disclosure:

Date request responded to:
Signed:

Dated:
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